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COMMUNICATION NODE, KEY
SYNCHRONIZATION METHOD, AND KEY
SYNCHRONIZATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims the benefit of
priority from Japanese Patent Application No. 2012-197825,
filed Sep. 7, 2012, the entire contents of which are incorpo-
rated herein by reference.

FIELD

Embodiments described herein relate generally to a com-
munication node, a key synchronization method and a key
synchronization system.

BACKGROUND

A cryptographic communication network is a network con-
stituted by a plurality of nodes being interconnected via a
plurality of links. Each node is provided with the functional-
ity of generating random numbers and sharing them with an
opposite node connected via a link, and the functionality of
performing cryptographic communication via the link using
the random numbers as a cryptographic key (referred to as
“link key” hereinafter). Some of the plurality of nodes each
are provided with the functionality of generating random
numbers different from the random numbers used as a link
key and functionality of transmitting the generated random
numbers to another node via a link.

An application used on the cryptographic communication
network is provided with the functionality of performing
cryptographic communication with another application using
other random numbers as a cryptographic key (referred to as
“application key” hereinafter), the numbers different from
those constituting a link key.

The functionality of generating and sharing a crypto-
graphic key between nodes is realized by, for example, a
technique generally referred to as quantum cryptographic
communication. In this communication, a node generates a
link key and an application key, encrypts the application key
with the link key and transmits the encrypted application key
to another node. This technique is sometimes referred to as
quantum key distribution (QKD).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating a cryptographic communi-
cation network according to an embodiment;

FIG. 2 is adiagram showing cryptographic communication
between applications and the provision of a key therebe-
tween;

FIG. 3 is a block diagram showing a node according to the
embodiment;

FIG. 4 is a block diagram showing an application accord-
ing to the embodiment;

FIG. 5is adiagram showing an outline sequence of starting
cryptographic communication;

FIG. 6 is a diagram showing an outline sequence of ending
cryptographic communication;

FIG. 7 is a flow chart of a cryptographic communication
start process,

FIG. 8 is a flow chart of a cryptographic communication
start process,
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2

FIG. 9 is a diagram showing a sequence of a node-based
signaling process and that of a session-based signaling pro-
cess when starting cryptographic communication;

FIG. 10 is a flow chart of a cryptographic communication
end process;

FIG. 11 is a flow chart of a cryptographic communication
end process;

FIG. 12 is a diagram showing a sequence of a node-based
signaling process and a session-based signaling process when
ending cryptographic communication; and

FIG. 13 is a diagram for describing an example of realizing
assignment of an application key.

DETAILED DESCRIPTION

In general, according to one embodiment, a communica-
tion node includes a key synchronization controller and an
application communicator. The key synchronization control-
ler controls synchronization of an application key on the basis
of'anode-based signaling process and a session-based signal-
ing process, where the former process is for starting or ending
exchanging of an application key between a correspondent
node and the communication node and the latter process is for
synchronizing a rule for assignment of the application key to
a session with the correspondent node, the session shared
with the correspondent node. The application communicator
provides the application key in accordance with the rule, the
key for use by an application having the session.

The following is a description of embodiments with refer-
ence to the accompanying drawings.

FIG. 1 is a diagram illustrating a cryptographic communi-
cation network according to an embodiment. In the network,
a plurality of nodes (e.g., 100a through 1004) are intercon-
nected via a plurality of links (e.g., 3004 through 300¢). An
individual node performs cryptographic communication with
an opposite node connected thereto via a link. For example,
the node 100a performs cryptographic communication with
the node 1005 via the link 3004 by using a given link key. The
node 1005 performs cryptographic communication with the
node 100c¢ via the link 3005 by using another link key. The
node 1005 performs cryptographic communication with the
node 1004 via the link 3004 by using yet another link key.

The functionality of generating and sharing a crypto-
graphic key between nodes is realized by, for example, the
quantum key distribution (QKD). For example, the node 100a
encrypts an application key with the link key and transmits the
encrypted application key to the node 1005 via the link 300q.

An application on the cryptographic communication net-
work performs cryptographic communication with another
application by using an application key. For example, the
application 200a performs cryptographic communication
with an application 2005 via an inter-application communi-
cation link 400 by using the application key. The application
may be realized integrally with a node or by a terminal inde-
pendent of a node. FIG. 1 shows an example of an application
being realized integrally with a node, while FIG. 2 (described
below) is applicable to an example of an application being
realized as a terminal independent of a node.

FIG. 2 is adiagram showing cryptographic communication
between applications and the provision of a key therebe-
tween. A plurality of applications A, B and C are connected to
anode A. A plurality of applications a, [} and y are connected
to the node B. The node A and the node B constitute a
cryptographic communication network 300. The node A dis-
tributes a plurality of application keys 500A to the applica-
tions A, B and C. The node B distributes a plurality of appli-
cation keys 500B to the applications ., § and y. For example,
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using Internet 400, the application A performs cryptographic
communication with the application ¢, the application B
performs cryptographic communication with the application
[, and the application C performs cryptographic communi-
cation with the application y.

For such cases, there is no disclosed method for the node A
and the node B to agree on matching an application key to an
application or synchronizing an application key between the
nodes, the application to be used next. Nor is there a disclosed
method of how to assign an application key between the node
A and the node B when an application starts cryptographic
communication anew and ends it. Furthermore, there is no
disclosure related to the timing for a node to start generating
an application key at the beginning.

The following are two conceivable methods as typical
methods for solving the problems described above. There are
benefits and shortfalls respectively associated with the two
methods, as described below.

A method 1 is to start generation and sharing of an appli-
cation key between nodes in association with an application
starting a session of cryptographic communication or ending
the session. The method 1 is to perform local management in
units of application, bringing forth a benefit of facilitating
maintaining of the synchronism of an application key. How-
ever, the method 1 is faced with a difficulty in optimization
such as sharing an application key in advance of an applica-
tion starting the cryptographic communication. Further, in
the case of adopting the method 1, the application key already
shared for an application is typically discarded when the
application is finished. Therefore, an effective use of the
application key will be compromised.

A method 2 is to exchange an application key autono-
mously by nodes, independently of an application. An appli-
cation key is assigned to an application on the basis of a node.
In the method 2, a node, in place of an individual application,
is to perform an integral management. In this case, it is pos-
sible to accomplish optimization such as sharing an applica-
tion key in advance of starting the cryptographic communi-
cation. Further, according to the method 2, it is easy to
effectively use an application key such as allowing an already
shared application key for a given application to be used for
another application when the given application is ended.

However, in a state in which a plurality of applications are
connected to a single node, with the start and end of the
applications occurring mutually asynchronously, the method
2 is faced with a technical difficulty in maintaining the syn-
chronism of the application key for all of the applications. No
concrete method for solving such problem has been estab-
lished.

Therefore, the embodiments described in the following
adopt, as a basis, the above described method 2 that can bring
forth the benefit of effectively using an application key, and
further realize a proper synchronization of the application
key.

An embodiment introduces a two-layer-type architecture
as regards to sharing and synchronizing of an application key
between nodes, as described below.

In a first layer, a node-based signaling process is performed
for starting or ending exchanging of an application key
between a correspondent node and the node itself. The first
layer is independent of a second layer (described next), and
capable of sharing an application key between nodes inde-
pendent of occurrence of cryptographic communication (re-
ferred to as “session” hereinafter) performed by an applica-
tion.

In the second layer, a node carries out communication to
assign an application key to each session every time a new
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4

session occurs or the session ends. Specifically, the node
performs a session-based signaling process for synchroniz-
ing, with a correspondent node, a rule for assignment of an
application key to a session shared with the correspondent
node. This configuration enables a node to assign an applica-
tion key requested from an application (i.e., a session) while
guaranteeing the synchronization of the application key for
each application (i.e., session).

FIG. 3 is a block diagram showing a node according to the
embodiment. A node 100 is, for example, the node 100a
shown in FIG. 1 and corresponds to the node A shown in FIG.
2, The node A includes an inter-node communication section
101, anapplication key generation section 102, an application
key synchronization control section 103, a state management
section 104, an application key retention section 105, an
application communication section 106, and a node platform
107.

The inter-node communication section 101 uses the quan-
tum cryptographic communication to generate random num-
bers and share them with an opposite node (i.e., the node B
shown in FIG. 2) connected via an inter-node cryptographic
communication link 10. The generated random numbers are
managed as a link key. The link key is used when inter-node
data communication with another node connected is carried
out via the inter-node cryptographic communication link 10.
The inter-node data communication is cryptographic commu-
nication in which data is encrypted with a link key.

Here, the aforementioned “another node” may be an oppo-
site node (the node B shown in FIG. 2) that is directly con-
nected via the inter-node cryptographic communication link
10, or may be yet another node (e.g., the node 100¢ shown in
FIG. 1) that is connected to the opposite node via another
inter-node cryptographic communication link. In the latter
case, the inter-node communication section 101 may provide
a routing function for performing communication by strad-
dling a plurality of nodes in the cryptographic communica-
tion network 300. The data exchanged between nodes by the
function of the inter-node communication section 101 is, for
example, the data of an application key. In this case, the data
of'the applicationkey is encrypted with a link key managed by
a node and is used in carrying out the cryptographic commu-
nication.

The application key generation section (referred to as “key
generation section” hereinafter) 102 generates an application
key (App key) in the form of random numbers. A key ID (Key
ID) is attached to each generated application key. A format of
the key ID of an application key is not specifically defined
herein; it is, however, presumed that the sequence of the key
IDs is identified by, for example, consecutive numbers. The
generated application keys themselves are retained in a reten-
tion section 105 (described later). It is appreciated that the
retention section 105, in place of the key generation section
102, may attach the key IDs (i.e., correlation).

The retention section 105 retains the application keys
therein. The retained application keys therein include a key
generated by the key generation section 102 and a key
received from another node via the inter-node communica-
tion section 101.

The application keys retained in the node 100 are provided
to an application 200. Specifically, the application communi-
cation section 106 extracts an application key retained in the
retention section 105 of the node 100 and transmits the
extracted application key to the key obtainment section 201 of
the application 200 via a node-to-application link 20. The
node-to-application communication may use, for example, a
method disclosed in the specification put forth in the Japanese
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patent application NO. 2012-67719 filed by the same appli-
cant of the present patent application.

The key provided to the application 200 may be eliminated
from the retention section 105. The application key retained
in the retention section 105 is one of the most important
pieces of data for security of a cryptographic communication
system and therefore may be subjected to a security measure
such as encryption, prevention of alteration, access control by
means of a file system and/or an operating system (OS).
Although the retention section 105 can be realized by various
methods, it can be realized as a file system and/or a database.

The application communication section 106 communi-
cates with the application 200 via the node-to-application link
20 and receives a request from the application 200. The
request includes a cryptographic communication start or end
request (i.e., an application key provision start or end
request), an application key obtainment request, or the like,
from the application 200.

Individual cryptographic communication carried out by
the application 200 is referred to as “session”. A session
identifier (session ID) is attached to a session. Information of
the session is managed by a state management section 104
(described later). The information of the session represents
information such as what kind of session exists, and which
application key is to be assigned to what session.

The application communication section 106 provides data
of'an application key to the key obtainment section 201 of the
application 200. A unit of the data of the application key in
providing the data to the application 200 may be different
from a unit of data when a node 100 exchanges an application
key with another node. Therefore, the application communi-
cation section 106 and the retention section 105 manage data
of application keys as to what extent the pieces of data of the
application keys have already been provided, of application
keys already assigned to sessions.

The state management section 104 manages various cat-
egories of state information such as the information of the
aforementioned session, and information of arule and a status
related to exchanging of an application key. These categories
of information are referred to and changed by the aforemen-
tioned application communication section 106 or a synchro-
nization control section 103 (described below).

The node platform 107 provides: an operating system func-
tion of a computer that is necessary for managing and oper-
ating other components included in a node; a basic network
function; a security function; and the like.

The synchronization control section 103 is a characteristic
part of the present embodiment. The synchronization control
section 103 controls the inter-node communication section
101, the key generation section 102, the retention section 105,
and the application communication section 106, as described
below:

The inter-node communication section 101 transmits an
application key retained by the key retention section 105
to a correspondent node via the inter-node cryptographic
communication link 10.

The inter-node communication section 101 receives an
application key from the correspondent node via the
inter-node cryptographic communication link 10 so that
the retention section 105 retains the received application
key.

The key generation section 102 generates an application
key.

The application communication section 106 receives vari-
ous requests from the application 200, and in response to
the requests the inter-node communication section 101
executes a signaling protocol between the correspondent
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node and the node itself via the inter-node cryptographic
communication link 10 for assigning an application key.

In accordance with a result of executing the signaling pro-

tocol, the application communication section 106 starts
or ends assignment of the application key to a session,
the key retained in the key retention section 105.

The above described configuration of the node according to
the embodiment is put forth as a mere example.

FIG. 4 is a block diagram showing an application accord-
ing to the embodiment. The application 200 includes a key
obtainment section 201, an inter-application communication
section 202, an application execution section 203 and an
application platform 204.

The key obtainment section 201 communicates with the
node 100 (specifically, the application communication sec-
tion 106 of the node 100) connected via the inter-node cryp-
tographic communication link 10 and obtains, from the node
100, an application key necessary for the application 200 to
perform cryptographic communication.

In starting to obtain the application key, the key obtainment
section 201 requests for starting to obtain the application key,
or, in ending obtainment of an application key, requests for
ending obtainment of it. Usage of an application key as dis-
criminated in the above is identified as a session. The key
obtainment section 201 retains and manages the obtained
application key. The obtained application key is used for
inter-application cryptographic communication by the inter-
application communication section 202.

The application execution section 203 executes an appli-
cation function of performing cryptographic communication.
A category of an application is not limited, provided that the
application is for use in communication, and is, for example,
a video transmission. The inter-application communication
section 202 is used for exchanging of data in carrying out the
cryptographic communication.

The inter-application communication section 202 provides
the functionality necessary for operation of the application
execution section 203, that is, the function of communication,
and that of encrypting and decrypting communication data.
Upon receiving transmission data from the application execu-
tion section 203, the inter-application communication section
202 encrypts the data and transmits the encrypted data via an
inter-application cryptographic communication link 30.

Further, upon receiving data via the inter-application cryp-
tographic communication link 30, the inter-application com-
munication section 202 encrypts the data and hands the
encrypted data over to the application execution section 203.
If an application key is further necessary for encryption or
decryption, the inter-application communication section 202
requests the key obtainment section 201 for obtaining the
application key anew.

According to the present embodiment, it is unimportant as
to what category of encryption algorithm the inter-applica-
tion communication section 202 is to use. For example, Ver-
nam’s One-Time Pad or a block code such as Advanced
Encryption Standard (AES) may be used. Further, a message
authentication may be used, in place of a code. However, it is
appreciated that at least one of encryption algorithms to be
used by the inter-application communication section 202
shall be an application key provided by the node 100 and
obtained by the key obtainment section 201.

The application platform 204 provides: an operating sys-
tem function of a computer necessary for managing and oper-
ating other components of the application 200; a basic net-
work function; a security function; and the like.

The above described configuration of the application
according to the present embodiment is merely an example.
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FIG. 5is adiagram showing an outline sequence of starting
cryptographic communication. FIG. 5 illustrates a presumed
network configuration. The node A and the node B are in a
state in which they can share an application key. The node A
is connected to a client application 200a, while the node B is
connected to a server application 2005. Other nodes, in addi-
tion to the nodes A and B, may be connected via a link (not
shown in the figure). A set of applications may be connected
here by way of a different network independent of the net-
work constituted by the node A and the node B.

(1) The client application 200a requests the node A for
starting cryptographic communication. In response to the
request, the node A and the node B start assigning of an
application key for the session of the application. The pro-
cessing at the start of assigning of the application key is
described later.

(2) The client application 200a obtains an application key
from the node A.

(3) The client application 200« starts the cryptographic
communication with the server application 2005, the com-
munication encrypted with the application key obtained from
the node A.

(4) The server application 20056 obtains an application key
necessary for decryption from the node B, thereby establish-
ing the cryptographic communication.

It is appreciated that, although the server application 2005
obtains an application key after receiving data for the cryp-
tographic communication according to the configuration
described above, there is a possible optimization method in
which the server application 2005 obtains an application key
from the node B in advance of starting the cryptographic
communication.

FIG. 6 is a diagram showing an outline sequence of ending
the cryptographic communication.

(1) The client application 200a requests the node A for
ending the cryptographic communication. In response to the
request, the node A and the node B respectively end assigning
of the application key for the session of the application. The
processing at the end of assigning the application key is
described later.

(2) Having ended the assigning of the application key, the
node A and the node B respectively notity the client applica-
tion 200a and the server application 2005 of the ends of
encryption requests.

A series of the above described cryptographic communi-
cation from the request for starting the cryptographic com-
munication to the request for ending it is identified as a
session.

The following is a detailed description ofa communication
process of exchanging an application key and synchronizing
it between the node A and the node B. This process is broadly
categorized into a cryptographic communication start process
and a cryptographic communication end process.
<Cryptographic Communication Start Process>

FIG. 7 and FIG. 8 are flow charts of a cryptographic com-
munication start process.

First, the application communication section 106 of the
node A receives a request for starting cryptographic commu-
nication from the client application 200a. In response to the
request, the state management section 104 registers therein
information of a session related to the cryptographic commu-
nication to be started by the client application 200a.

Here, the synchronization control section 103 checks
whether the key generation section 102 is in operation (that is,
whether in operation to generate random numbers) (step S1).
If the key generation section 102 is not in operation, the
synchronization control section 103 instructs it to start oper-

10

15

20

25

30

40

45

50

55

60

65

8

ating (step S2). If, however, it is determined that a large
number of random numbers are already generated and accu-
mulated therein and that there is no need to generate them
anew, the synchronization control section 103 issues no more
instruction. In contrast, if the key generation section 102 is
already in operation, the synchronization control section 103
issues no more instruction. Alternatively in this case, an
instruction may be given to prompt generation of a larger
number of random numbers by quickening the operations of
generating random numbers (i.e., increasing the transmission
rate) (step S7).

The synchronization control section 103 refers to the state
management section 104 to check whether a key is assigned
to atarget node determined from the session information (step
S3). According to the present embodiment, a method for
identifying a target node is not specifically defined. However,
it is appreciated that the address of the target node may be
acquired by the client application 2004 explicitly specifying
the address of the target node in a request for starting cryp-
tographic communication, or by registering the address of the
target node in the state management section 104, or by using
a directory service.

If akey is not assigned to the target node (No for step S3),
the synchronization control section 103 starts a node-based
signaling process on the target node (step S4). In the node-
based signaling process (step S5), the synchronization con-
trol section 103 transmits (1) signaling of the start and (2) an
application key and a key ID (i.e., App key+Key ID) to the
target node (step S5-1), and receives an Ack (an acknowl-
edgement) for the transmission from the target node (step
S5-2). Thereafter, the synchronization control section 103
continually transmits application keys and the key IDs (step
S6).

In contrast, if a key is already assigned to the target node
(Yes for step S3), the processing is shifted to the step S8
shown in FIG. 8. An alternative configuration may be to
additionally execute the node-based signaling process in step
S5, thereby speeding up a node-based key assigning process
to increase the number of application keys to be shared.

The synchronization control section 103 registers, in the
state management section 104, a change result associated
with the node-based signaling process. When transmitting an
application key, the inter-node communication section 101
transmits, to the target node, the application key that is gen-
erated by the key generation section 102 and retained by the
retention section 105. When receiving an application key
from the target node, the retention section 105 retains the
received application key. The processing described above
completes sharing of the application key between the nodes.

In step S8 shown in FIG. 8, the synchronization control
section 103 refers to the state management section 104 to
check whether assigning of a key to a target session has
already been started, the session corresponding to the client
application 2004 that has received a request for staring the
cryptographic communication, and, if the assigning is started
(Yes for step S8), may end the processing without carrying
out the subsequent processes. However, the very event that
the request for starting the cryptographic communication has
been received from the client application 200a is a duplicate
request for establishing a session, and therefore the synchro-
nization control section 103 reports the event to the client
application 200q as an error (step S11).

If assigning of a key to the target session has not been
started (No for step S8), the synchronization control section
103 starts a new session-based signaling process on sessions
that include the target session (step S9).
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In a session-based signaling process (step S10), the syn-
chronization control section 103 transmits (1) a session-start
signaling including a new session ID (session ID), (2) a rule
for assignment of a new session-based key, and (3) the key ID
(Key ID) of the last application key (App key) of each session
under the old rule, to the target node (step S10-1). In response
to the transmission, the synchronization control section 103
receives an Ack (an acknowledgement) containing the key ID
(Key ID) of the initial application key (App Key) of each
session to be performed under the new rule from the target
node (step S10-2).

With the processing described above, the rule for assign-
ment of a key to each session is determined, and the rule is
agreed to between the nodes. That is, the assignment of an
application key to be used for each session between the nodes
is determined. The determined rule for assignment of a key is
stored in the state management section 104.

In response to a request from the client application 200a,
the data of an initial application key may be provided as, for
example, a key stream. Specifically, when the application
communication section 106 receives a request from the client
application 200q, the synchronization control section 103
specifies the initial application key to be assigned to an appli-
cable session in accordance with the rule for assignment of a
key, the rule managed by the state management section 104,
obtains the application key from the retention section 105 and
hands it to the application communication section 106. The
application communication section 106 holds the application
key, cuts out, from the application keys, key data of a proper
size requested from the client application 200a and provides
the cut-out key data to the client application 200q.

Upon finishing the provision of one application key to the
client application 200q, the application communication sec-
tion 106 obtains the next application key by making a request
to the synchronization control section 103, and continues to
provide application keys to the client application 200q. It is
appreciated that the application communication section 106
may store a plurality of (e.g., two) application keys in a buffer
and provides an application key via the buffer so as to respond
instantly to a request from the client application 200a.

FIG. 9 shows a sequence of a node-based signaling process
and that of a session-based signaling process when starting
the cryptographic communication.

The node-based signaling process is an inter-node commu-
nication process corresponding to the step S5 shown in FIG.
7. The session-based signaling process is an inter-node com-
munication process corresponding to the step S10 shown in
FIG. 8.

In the node-based signaling process, the node A (it may be
on aside that starts sharing of an application key, that s, a side
that receives a request from the client application 200q) trans-
mits a message 30 containing an identifier (Start) indicating
that a node-based signaling process is started, a key ID (Key
ID) and an application key (App Key) to the node B (i.e., a
correspondent node). Receiving the message 30, the node B
transmits a message 31 containing an identifier (Ack) indi-
cating that the message has been received, and a reception-
completed key ID (Key ID) to the node A.

Having finished the procedure described above, a sequence
is continued in which the node A transmits the message 30
(although the message does not contain an identifier for a
start) to the node B, followed by the node A receiving the
message 31 from the node B. With this sequence, the node A
and the node B are enabled to share an application key in the
unit of the nodes.

10

15

20

25

30

35

40

45

50

55

60

65

10

While not shown in a figure herein, it may be possible to
determine a rate of exchanging a requested application key in
the message exchange described above.

In the session-based signaling process, the node A trans-
mits, to the node B, a message 32 containing an identifier
indicating that a session is added anew (option), a session
identifier (session ID), a rule (referred to as “new rule” here-
inafter) for assigning and using application keys respectively
to the currently existing all sessions that include the newly
added session, and the key 1D (Key ID) of the last application
key of'each session performed under arule (referred to as “old
rule” hereinafter) under which application keys have been
assigned respectively to all sessions that had existed before
the aforementioned session have been added. Receiving the
message 32, the node B transmits, to the node A, a message 33
containing an identifier (Ack) indicating the completion of
reception and the key ID (Key ID) of the initial application
key to be used by each session to be performed under the new
rule.

It is appreciated that if a session is initially established
between the node A and the node B where no session has
existed therebetween before, there is no need to include data
related to the old rule in the message.

It is basically possible that the quantities of application
keys provided to applications are different between the node
A and the node B. The node A, however, notifies the node B
of what extent of application keys the node A has so far
provided to the client application 2004 under the old rule (a
message 32). Receiving the message, the node B compares it
with information of what extent of application keys the node
B itself has so far provided to the server application 2005
under the old rule. Based on the comparison, if the application
keys priorto alast application key that has been used by either
of'the node A and the node B, a node that has provided more
application keys than the other node, are provided under the
old rule or are discarded, and if an application key newer than
the last application key is selected as the application key for
use in each session under the new rule and is thus reported (a
message 33) to the node A, there will be no “deviation” in
view of the synchronization of the application key.

Only in a case where one of the nodes provides a large
quantity of application keys to an application or applications,
however, does the other node possibly discard a large quantity
ofapplication keys, which compromises the efficiency of use.

It is noted that the above described rule is determined so
that when there are, for example, three sessions, with MOD 3
(the residue of the division by 3) of key IDs being 0, 1 and 2,
the application keys are assigned, and used, respectively to
the first session, the second session and the third session.

Further, the rule may alternatively be determined so that
even if there are three sessions, MOD 5 (the residue of the
division by 5) of key IDs are calculated, and if the MOD 5 is
0, 1 and 2, the application key is assigned to the first session.
Likewise, if the MOD 5 is 3 and 4, the application keys are
assigned respectively to the second session and the third
session. This configuration enables a specific session to use
particularly many application keys. In this case, a weighting
of the quantity of application keys assigned to a session is
different for each session ID. The weighting may be deter-
mined in accordance with a throughput of application keys
requested by the application.

In what expression of data such a rule is contained in a
message is not particularly important. For example, an
expression of “(MOD 3, 0: session ID1, 1: session ID2, 2:
session ID3)” may constitute the expression of data of the rule
shown in the first example.
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With the above description, the assignment of application
keys associated with new addition of a session is completed.

It is further noted that the above description is based on the
assumption that the inter-node communication section 101
carries out the communication associated with a node-based
signaling process and the communication associated with a
session-based signaling process between the nodes via the
inter-node cryptographic communication link 10. Modes of
communications, however, are not limited as such. For
example, the information of the session 1D, rule, and key ID
of a session-based signaling process may be exchanged
between the nodes via a network (e.g., Internet) other than the
inter-node cryptographic communication link 10. Further, the
identifiers indicating start or reception completion of a ses-
sion-based signaling process may also be exchanged between
the nodes via a network (e.g., Internet) other than the inter-
node cryptographic communication link 10. In contrast, the
application keys and the key IDs added thereto for identifi-
cation shall be exchanged by the inter-node communication
section 101 via the inter-node cryptographic communication
link 10 for maintaining the security.
<Cryptographic Communication End Process>

FIG. 10 and FIG. 11 show a flow chart of a cryptographic
communication end process.

First, the application communication section 106 of the
node A receives a request for ending the cryptographic com-
munication from the client application 200q. In response to
the request, the state management section 104 registers
therein information of a session related to the cryptographic
communication ended by the client application 200a.

The synchronization control section 103 refers to the state
management section 104 to check whether assigning of a key
of an application has already been started, the application
corresponding to the session for which the request for ending
the cryptographic communication has been received (step
S20), and, if the assigning is not started (No for step S20),
performs nothing. However, the event of receiving the request
for ending the cryptographic communication from the client
application 200q is a duplicate request for ending the session,
and therefore the synchronization control section 103 may
report the event to the client application 200« as an error (step
S23).

If'the assigning of a key of the application has already been
started (Yes for step S20), the synchronization control section
103 starts a new session-based signaling process, with the
session for which the request for ending has been received
eliminated (step S21).

In the session-based signaling process (step S22), the syn-
chronization control section 103 transmits, to a target node,
the following: (1) a session end signaling containing a session
1D (session ID) to be eliminated, (2) a rule for assignment of
a new session-based key, and (3) the key ID (Key ID) of the
last application key (App Key) of each session under the old
rule (step S22-1). In response to the transmission, the syn-
chronization control section 103 receives an Ack (an
acknowledgement) containing the key ID (Key ID) of the
initial application key (App Key) of each session under the
new rule from the target node (step S22-2).

It is basically possible that the quantities of application
keys provided to an application or applications are different
between the node A and the node B. The node A, however,
notifies (a message 34) the node B of what extent of the
application keys the node A has so far provided to the client
application 200a under the old rule. Receiving the message,
the node B compares it with information on what extent of the
application keys the node B itself has so far provided to the
server application 2005 under the old rule. As a result of the
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comparison, if the application keys prior to a last application
key that has been used by either of the node A and the B, a
node that has provided more application keys than the other
node, are provided under the old rule or are discarded, and if
an application key newer than the last application key is
selected as the application key for use in each session under
the new rule and is thus reported (a message 35) to the node A,
there will be no “deviation” in view of the synchronization of
the application key.

With the process described above, a rule for assignment of
a key to each session after elimination of a session is deter-
mined and is agreed on between the nodes. The determined
rule for assignment of a key is stored in the state management
section 104. However, in a case where a session between the
node itself and the target node is no longer left as a result of
eliminating the aforementioned session, there is no need to
determine assignment of an application key thereafter (i.e., a
new rule), as described below.

In step S24, the synchronization control section 103 refers
to the state management section 104 to check whether one or
more sessions exist between the node itself and the target
node that corresponds to a session for which the request for
ending has been received (step S24).

If one or more such sessions remain, the synchronization
control section 103 ends the processing without performing
an operation (Yes for step S24). Here, if such a session
remains, caution shall be taken in an event where the
sequence of a node-based signaling process (i.e., step S6
shown in FIG. 7) is in progress. Here, as an alternative to
ending the processing without performing an operation, the
synchronization control section 103 may possibly execute a
sequence of a node-based signaling process to lower the rate
of assigning node-based keys (i.e., lower the transmission
rate), thereby suppressing sharing of an application key that
may be highly possibly wasted (step S32).

In contrast, if not even a single session currently exists
between the node itself and the target node that corresponds to
the session for which the request for ending the cryptographic
communication applies (No for step S24), the synchroniza-
tion control section 103 refers to the state management sec-
tion 104 to check whether a node-based key assignment is
performed between the node itself and the target node (step
S25), and, if no assignment is performed, ends the processing
as a logic error (step S30). If such assignment is performed,
the synchronization control section 103 instructs ending of
the node-based key assignment between the node itself and
the target node (step S26), and, specifically, executes a node-
based signaling process for ending an application key
exchange between the node itself and the target node (step
S27). In the node-based signaling process, the synchroniza-
tion control section 103 transmits (1) a signaling of an ending,
and (2) thekey ID (Key ID) of the last used application key to
the target node (step S27-1), and receives, from the target
node, an Ack (an acknowledgment) containing the key 1D
(Key ID) of the application key to be discarded by the target
node (step S27-2). Then the synchronization control section
103 ends the transmission of an application key and the key
1D (App key+Key ID) to the target node (step S28).

Then, the synchronization control section 103 refers to the
state management section 104 to check whether a node-based
key assignment is currently performed between the node
itself and one or more nodes (step S29), and if no such
assignment is performed (No for step S29), meaning no appli-
cation key exchange is performed, instructs ending of the
generation of an application key (step S31).

FIG. 12 shows a sequence of a node-based signaling pro-
cess and a session-based signaling process when ending the
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cryptographic communication. For ending the cryptographic
communication, the sequence of the execution of a session-
based signaling process and that of the execution of a node-
based signaling process are different from the sequence of
execution for starting the cryptographic communication. The
session-based signaling process is a communication process
executed between nodes in step S22 shown in FIG. 10. The
node-based signaling process is a communication process
executed between nodes in step S27 shown in FIG. 11.

The session-based signaling process is nearly the same as
the process for staring cryptographic communication. The
differences are as follows. A message 34 to be initially trans-
mitted contains an identifier (Stop) indicating elimination of
a session, and an identifier of a session (session ID) to be
eliminated, replacing the identifier of a session to be added.

The definition of a new rule constitutes a rule for assign-
ment and using of application keys respectively to all sessions
after a target session is eliminated, while the definition of an
old rule constitutes a rule for assignment of application keys
respectively to all sessions that had existed before eliminating
the aforementioned session.

The message 35 shown in FIG. 12 is similar to the message
33 instarting cryptographic communication, shown in FIG. 9.

In the node-based signaling process in ending the crypto-
graphic communication, the node A transmits a message con-
taining an identifier (Stop) indicating an event of ending a
node-based signaling process. Receiving the message, the
node B transmits a message containing an identifier (Ack)
indicating reception complete so that the node A receives the
message.

However, when performing a node-based signaling pro-
cess for restarting exchanging of an application key between
the target node and the node A, the node A includes data in the
following message in order to reuse an application key that
had been previously exchanged and effectively use the
exchanged application key (and a communication band used
when exchanging the application keys). The key ID of the last
(latest) application key used by the node A is included in the
initial message 36. In a message 37 responded by the node B,
the key ID of the last application key is included, the appli-
cation key that is to be discarded and is necessary for con-
firming that a newer key is selected by comparing with the key
1D of the last (latest) application key used by the node B and
that the node A and the node B both discard (i.e., assume to
have been used/provided to applications) older keys than the
aforementioned selected key. In other words, with this pro-
cessing, when the next exchanging of an application key is
restarted between the same set of nodes, the application keys
that have the key IDs exchanged here and thereafter can be
used or provided for use in applications (i.e., sessions) as
application keys that are already shared and are not yet used.
This configuration enables an efficient use of the already
exchanged application keys.

Next, a method for managing/assigning application keys
(i.e., a key management architecture) at each node, the
method for realizing the present embodiment, is described
with reference to FIG. 13. FIG. 13 illustrates how to respec-
tively manage application keys generated by anode and appli-
cation keys received by a node.

As shown in FIG. 13, the key management architecture for
anode according to the present embodiment is constituted by
four layers (i.e., a key generation layer (Key-gen), a node-
based assignment/signaling layer, a session-based assign-
ment/signaling layer, and a key stream interface layer).

It is to be cautiously understood that FIG. 13 merely means
an application key is grasped as various kinds of data in
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association with a progress in key assignment and session,
and not that an application key is copied or used multiple
times.

Further, the arrows between application keys merely mean
that these application keys are respectively grasped differ-
ently in the individual layers, and can be realized by, for
example, changing the correlation such as changing addi-
tional numbers in a database or merely changing a method for
accessing the database.

In this example, application keys are discriminately man-
aged by categorizing an application key generated by the
node itself as an OUT key and the one received as an IN key.
The OUT key is an application key for encryption used for
transmitting data in cryptographic communication performed
by an application. The IN key is an application key for decryp-
tion used for receiving data in cryptographic communication
performed by an application. Correlating the OUT key and
the IN key respectively with a generated application key and
a received application key is merely an example. This
example is used in the following description. However, other
correlation methods are also possible. For example, a simple
reverse correlation is possible, or another method in which
only one node always generates keys, with correlation of an
application having an ID with an OUT key/IN key separately
determined when assigning keys and key IDs as described
above is also available. In the meantime, a method for attach-
ing IDs to application keys is not particularly described
herein. Practically, a key ID is attached to an OUT key when
generating the application key. A key ID of an IN key is
simultaneously received when receiving the application key.

However, a few kinds of key IDs assigned to application
keys may exist. For example, as described below, consecu-
tively numbered key IDs in the order of generation may be
assigned as one kind of key IDs when generating keys, and
consecutively numbered key IDs by node may be assigned as
another kind of key IDs when assigning the keys to nodes, and
consecutively numbered key IDs may be assigned as yet
another kind of key IDs when assigning keys to sessions on
the nodes.

First, the key generation layer (Key-gen) is described. The
key generation layer (Key-gen) is constituted by a typical
random number generator and a storage for storing the key as
an application key.

Next, a node-based key assignment/signaling layer is
described.

Application keys (Key Block: OUT key) generated in a key
generation process 50 are appropriately divided for each node
that constitutes a destination, and key IDs that are respec-
tively unique serial numbers in a closed range limited to each
respective node are attached, in a node-based signaling pro-
cess 51. The unit of application keys is transmitted to a des-
tination node to be shared.

Also, application keys (IN keys) received in the node-
based signaling process 51 are likewise managed separately
for each node that constitutes a transmission source. The
received application keys (Key Block) already have respec-
tive key IDs (i.e., unique serial numbers in a closed range
limited to each node) attached.

Next, a session-based key assignment/signaling layer is
described.

The application keys (either of IN keys and OUT keys)
assigned to each node in a session-based signaling process 52
may be divided for each session and managed in a manner
enabling the session to identify the keys. However, assign-
ment to a session may possibly be changed in a session-based
signaling process 52 triggered by, for example, an application
ending the cryptographic communication or newly starting it.
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There is no need to necessarily add consecutively num-
bered key IDs for each session. For example, a method
enabling sequential accesses may be given to application keys
assigned to each session. As such example, a session P(0, 1,2)
is enabled to access to consecutively numbered key IDs
assigned to each node by sequentially increasing N of 3N+P
in increments of “1” (assuming the number of sessions is
“37).

Lastly, the key stream interface layer is described.

An application key actually provided to an application is a
single application key obtained under the assignment rule
determined in the above described session-based signaling
process 52. It is, however, difficult to conceive that an appli-
cation handles the size of an application key as is. Rather, it is
more feasible to provide an application key in a smaller size
(or in a variable length size) every time a request is received.
Therefore, abutfer zone capable of storing two selected appli-
cation keys for each session is prepared to store duplicate
application keys therein for cyclical use. When one applica-
tion key is likely consumed, the buffer will be filled with one
more application key (referred to as a key stream interface
process 53). As such, the utilization of the buffer makes it
possible to reduce a temporal delay in providing an applica-
tion key to an application.

A few exemplary modifications of the embodiment are
described in the following.

According to the present embodiment, although control
data (i.e., identifiers such as a key ID and a session ID) in
addition to an application key are exchanged between nodes,
what is necessary for cryptographic communication using a
link key between the nodes is only the application key. There-
fore, encryption is not necessarily required, for example, for
communication in a session-based signaling process or when
exchanging an ending sequence and the like in a node-based
signaling process. Accordingly, an embodiment can be real-
ized in which a simple inter-node communication takes place
without using a link key when the above described control
data is exchanged. Additionally, an embodiment can also be
realized in which a non-encrypted communication route inde-
pendent of a cryptographic communication network (that
continually performs cryptographic communication using a
link key) is separately created for exchanging the control data
between nodes via the communication route. Further, an
alternative configuration may comprise merely authenticat-
ing such control data (using a link key) without encrypting the
control data.

Meanwhile, although the size of an application key has not
been particularly referred to, the key of a fixed length (e.g., 1
Mbytes) unique to a system is typically used.

Further, communication of all signaling, the communica-
tion including the exchange of the application keys is predi-
cated on the assumption that the communication is carried out
on a transport that secures the reliability of communication.
An example is execution of signaling on, for example, TCP/
IP. The exchange of an Ack (an acknowledgement of arrival)
message enables confirmation of reception of a signaling
itself at a correspondent node. In the execution of all signaling
on a transport such as TCP/IP, however, there is still a possi-
bility of a TCP error (a socket error/timeout) or the like
occurring. In such case, a recovery may be tried by respond-
ing as follows:

1. Detecting a TCP error at a node.

2. Storing the current session (i.e., a connected application)
information.

3. A detecting node executing a node-based signaling pro-
cess (in ending communication) between the node itselfand a
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correspondent node of communications as a target of the TCP
error, thereby resetting an application key shared between the
nodes.

4. Executing one more time a node-based signaling process
(in starting communication) and a necessary number of times
of'session-based signaling processes on the basis of the stored
current sessions.

While certain embodiments have been described, these
embodiments have been presented by way of example only,
and are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without depart-
ing from the spirit of the inventions. The accompanying
claims and their equivalents are intended to cover such forms
or modifications as would fall within the scope and spirit of
the inventions.

The invention claimed is:

1. A communication node, comprising:

a key synchronization controller that controls synchroni-
zation of an application key on the basis of a node-based
signaling process and a session-based signaling process,
where the former process is for starting or ending
exchanging of an application key between a correspon-
dent node and the communication node and the latter
process is for synchronizing a rule for assignment of the
application key to a session with the correspondent
node, the session shared with the correspondent node;
and

an application communicator that provides the application
key in accordance with the rule, the key for use by an
application having the session,

wherein the key synchronization controller changes the
rule depending on addition of the session and elimina-
tion thereof, and synchronizes the post-change rule with
the correspondent node.

2. The node according to claim 1, wherein the rule repre-
sents that a weighting of quantity of the application key
assigned to the session is different for each respective session
D.

3. The node according to claim 2, wherein the weighting is
determined on the basis of a throughput of the application key,
the throughput requested from the application.

4. The node according to claim 1, wherein a speed related
to exchanging an application key and the exchange between
the correspondent node and the communication node is
changed on the basis of the number of sessions commonly
managed between the aforementioned two nodes.

5. The node according to claim 1, wherein the application
key is exchanged between the correspondent node and the
communication node by means of quantum cryptographic
communication.

6. A key synchronization method, comprising:

controlling synchronization of an application key on the
basis of a node-based signaling process and a session-
based signaling process, where the former process is for
starting or ending exchanging of an application key with
a correspondent node and the latter process is for syn-
chronizing a rule for assignment of the application key to
a session with the correspondent node, the session
shared with the correspondent node; and

providing the application key in accordance with the rule,
the key for use by an application having the session,

wherein controlling synchronization of the application key
changes the rule depending on addition of the session
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and elimination thereof, and synchronizes the post-

change rule with the correspondent node.

7. A key synchronization system for synchronizing an
application key between a first communication node and a
second communication node, wherein

the first communication node comprises:

a key synchronization controller that controls synchro-
nization of an application key on the basis of a node-
based signaling process and a session-based signaling
process, where the former process is for starting or
ending exchanging of'the application key between the
second communication node and the first communi-
cation node, and the latter process is for synchroniz-
ing a rule for assignment of the application key to a
session with the second communication node, the ses-
sion shared with the second communication node; and

an application communicator that provides the applica-
tion key in accordance with the rule, the key for use by
a first application having the session, and wherein

the second communication node comprises:

a key synchronization controller that controls synchro-
nization of an application key on the basis of a node-
based signaling process and a session-based signaling
process, where the former process is for starting or
ending exchanging of'the application key between the
first communication node and the second communi-
cation node, and the latter process is for synchroniz-
ing a rule for assignment of the application key to a
session with the first communication node, the ses-
sion shared with the first communication node; and

an application communicator that provides the applica-
tion key in accordance with the rule, the key for use by
a second application having the session.

8. A communication node, comprising:

a key synchronization controller that controls synchroni-
zation of an application key on the basis of a node-based
signaling process and a session-based signaling process,
where the former process is for starting or ending
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exchanging of an application key between a correspon-
dent node and the communication node and the latter
process is for synchronizing a rule for assignment of the
application key to a session with the correspondent
node, the session shared with the correspondent node;
and

an application communicator that provides the application
key in accordance with the rule, the key for use by an
application having the session, wherein

the key synchronization controller executes the node-based
signaling process and then the session-based signaling
process in starting the session, and

executes the session-based signaling process and then the
node-based signaling process in ending the session.

9. A communication node, comprising:

a key synchronization controller that controls synchroni-
zation of an application key on the basis of a node-based
signaling process and a session-based signaling process,
where the former process is for starting or ending
exchanging of an application key between a correspon-
dent node and the communication node and the latter
process is for synchronizing a rule for assignment of the
application key to a session with the correspondent
node, the session shared with the correspondent node;
and

an application communicator that provides the application
key in accordance with the rule, the key for use by an
application having the session, wherein

the key synchronization controller changes the rule
depending on addition of the session and elimination
thereof, and synchronizes the post-change rule with the
correspondent node, and

the key synchronization controller exchanges, between the
correspondent node and the communication node, a key
ID of an application key used lastly under a rule prior to
the change and a key ID of an application key to be used
first under a rule after the change.

#* #* #* #* #*



